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Policy Compliance Monitoring:
Addressing complex security
requirements

From the Health Insurance Portability and Accountability Act (HIPAA) and
the Gramm-Leach-Bliley Act (GLBA) to Payment Card Industry (PCI)
standards, regulations require your organization to implement and adhere
to technical security policies to protect the integrity and security of your
technology infrastructure, and confidentiality of sensitive data.

Information security compliance professionals face continual pressure to
help the business efficiently address these complex requirements—while
meeting the demands of

““With Compliance Monitoring,
Allied InfoSecurity provides a
cost-effective solution for
reducing risk while providing
the proof of compliance that

auditors require’

internal and external
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auditors and increasingly
= sophisticated customers.
. How can you keep your
IT environment secure
while complying with
federal regulations and
industry standards? And
how can you ensure that
your approach will
satisfy auditors’

About Allied InfoSecurity, Inc.

An independent company focused
only on security and staffed by
certified security professionals,
Allied InfoSecurity is a consulting
and outsourcing provider that
helps businesses improve and
manage their information security
programs, mitigate risk, and
respond to regulatory and
marketplace demands more
quickly and effectively than they
could on their own.

requirements?

With Compliance Monitoring, Allied InfoSecurity provides a cost-effective
solution for reducing risk while providing the proof of compliance that
auditors require. The netSensor™ is installed in your environment and used
to monitor your compliance. We check your systems and network traffic
against pre-defined and custom compliance policy templates to ensure that
you're complying with internal policies and external requirements.

We monitor your network in real time—identifying the presence of
in-transit data that violates your organization’s stated security or privacy
policies around credit card numbers, Social Security numbers, or other
personally identifiable information. In addition, we perform unlimited
scans of stored data to confirm that it is also in compliance with applicable
policies. Unlike competitive offerings, our unlimited scanning approach
supports constant, proactive identification of policy compliance
exceptions—without increasing your compliance costs.




We combine the results of the compliance scanning and
real-time network monitoring into intuitive, easy-to-read,
web-based reports. These reports deliver a management-
level, dashboard-style overview of your compliance
levels, detailed information for each compliance
exception detected, and the documentation auditors
require to demonstrate compliance.

Compliance Monitoring includes:
* Real-time monitoring of traffic on the network

* Unlimited system compliance scanning (based on
the number of contracted systems)

* Scan preparation, including creation of custom
compliance templates

e Scheduled and on-demand compliance

scanning options

» Compliance reporting against well-known standards,
including 1SO 27002, HIPAA, GLBA, and PCI-DSS

* Standardized web-based reports delivered securely
through the customer portal
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The above material is presented as general information only and does not constitute legal advice or a
legal opinion. You should seek the advice of legal counsel with respect to your particular circumstances.

Monitor Compliance Against
Well-Known Standards

e |SO 27002
e HIPAA

e GLBA

e PCI-DSS

About Allied InfoSecurity Managed
Security Services

Allied InfoSecurity provides a flexible set of security
management and monitoring capabilities that we can
quickly adapt to your organization’s specific needs. Just
as important, you save time and money because we
deliver this comprehensive suite of services using your
existing infrastructure.

To learn more about Allied InfoSecurity Managed
Security Services, please visit our website at
www.alliedinfosecurity.com or call us at 866-240-0094.

Allied

InfoSecuri

1009 West 9th Avenue, King of Prussia, PA 19406 e tel: 866.240.0094

email: ask@alliedinfosecurity.com ¢ web: www.alliedinfosecurity.com

Your security is our business.



