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Managed Firewall Services:
Tailoring support to your
organization’s needs

Every organization needs a disciplined approach to monitoring and
managing its security infrastructure. As part of our Managed Security
Services, Allied InfoSecurity offers two levels of firewall support:

Managed Firewall Services for comprehensive firewall management,
and continuous monitoring and activity analysis—ensuring that your
firewalls are secure and running at peak performance.

Monitored Firewall Services if you wish to manage your own firewall
but want an expert third party to perform continuous monitoring, to
proactively assess anomalous activity, and to notify you of any
potential security issues or risks.

Overview: Monitored Firewall Services

¢ Choose the Managed Firewall

option that best fits fit your
operational and budgetary

requirements.??

About Allied InfoSecurity, Inc.

An independent company focused
only on security and staffed by
certified security professionals,
Allied InfoSecurity is a consulting
and outsourcing provider that
helps businesses improve and
manage their information security
programs, mitigate risk, and
respond to regulatory and
marketplace demands more
quickly and effectively than they
could on their own.

Monitored Firewall
Services are ideal if

you prefer to handle
your own firewall
management. Using

the netSensor™, we
capture all activity on
your firewalls, compress

T
o

the data, and securely

transmit it to our Security Operations Center (SOC) for examination by
our analysts. We report all confirmed security incidents to your staff
according to pre-defined escalation procedures.

With Monitored Firewall Services, you benefit from:

Continuous monitoring of firewall stability and performance
Continuous examination of logs for bad traffic or anomalies
Custom alerting and escalation for any issues

Convenient online access to dashboard reports and logged data
Monthly statistical threat summary report

Monthly reporting of all activities

24x7 or 8x5 service options

Access to monthly “State of the Network” webcast

Incident response assistance is available as an add-on service.



Overview: Managed Firewall Services

With this comprehensive solution, Allied InfoSecurity
takes over day-to-day responsibility for administering,
managing, and monitoring your organization’s firewalls.
Our security analysts work with you to review, validate,
implement, and audit any firewall changes. In addition,
we monitor your firewall configurations for any unautho-
rized changes, back up your device configurations, and
interface with your software and/or hardware vendors to
address any break-fix problems.

With Managed Firewall Services, you enjoy all of the
benefits previously outlined under Monitored Firewall
Services, as well as:

* Firewall architecture and configuration assessment
and guidance

* Implementation of technical configuration changes,
including change management and documentation

* Daily backup of configurations and before/
after changes

 Continuous monitoring for changes to configuration
and/or rule sets

* Expert interaction with vendors for hardware/
software problems

» Firmware upgrades/patches as required

 Full management or co-management, depending
your requirements

Optional add-on services include gateway-to-gateway
VPN connections and end-user-to-gateway VPN
connections.
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About Allied InfoSecurity Managed
Security Services

Allied InfoSecurity provides a flexible set of security
management and monitoring capabilities that we can
quickly adapt to your organization’s specific needs. Just
as important, you save time and money because we
deliver this comprehensive suite of services using your
existing infrastructure.

To learn more about Allied InfoSecurity Managed
Security Services, please visit our website at
www.alliedinfosecurity.com or call us at 866-240-0094.

Supported Platforms

e Cisco—PIX, ASA

* Check Point—FW1/VPN'1

* Juniper Networks—NetScreen
e SonicWALL

¢ Fortinet—FortiGate

* Many other enterprise and SOHO devices,
including multifunction devices
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Your security is our business.



