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Managed IDS Services:
Protecting your organization
on your terms

Intrusion detection systems (IDS) are critical to providing proactive
identification of threats to the confidentiality, integrity, or availability of
your computing environment and critical data. While there may be no
doubt about the necessity of intrusion detection, you may be seeking a
better way to monitor

¢¢Choose the Managed IDS
option that best fits fit your
operational and budgetary

requirements.??

and manage your system
or a cost effective way to
deploy an IDS if you
don’t have one.

Through our Managed
Security Services, Allied
InfoSecurity provides
either monitored or fully
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managed IDS/IPS service
for your existing devices. Alternatively, for customers who do not currently
have deployed devices, we can provide robust IDS capabilities through the
integrated netSensor™ IDS.

Overview: Monitored IDS/IPS Services

Monitored IDS/IPS Services are ideal if you prefer to handle your own
IDS/IPS management. Using the netSensor™ appliance, we capture all
activity on your IDS or IPS, compress the data, and securely transmit it

to our Security Operations Center (SOC) for examination by our analysts.
We report all confirmed security incidents to your staff according to
pre-defined escalation procedures.

With Monitored IDS/IPS Services, you benefit from:
* Continuous monitoring of IDS/IPS stability and performance
* Continuous examination of IDS/IPS output for security risks
* Custom alerting and escalation for any issues
* Convenient online access to dashboard reports and logged data
e Monthly statistical threat summary report
* Monthly reporting of all activities performed by security analysts
e 24x7 or 8x5 service options

* Access to monthly “State of the Network” webcast

Incident response assistance is available as an add-on service.



Overview: Managed IDS/IPS Services

With this solution, you can transfer responsibility for
the complex, time-consuming, and often costly task of

IDS/IPS management to Allied InfoSecurity. Our security

analysts administer, monitor, and manage your IDS/IPS
system—maintaining it to top standards, including
signature, configuration, and firmware updates, custom
signature creation, and continuous threat monitoring
and alerting. We will also interface with your hardware
and/or software vendors to resolve any break-fix issues.

Supported Platforms

e Cisco

e Check Point

* Juniper Networks
e SonicWALL

* Fortinet

e Sourcefire/Snort

* Many other enterprise and SOHO devices,
including multifunction devices

With Managed IDS/IPS Services, you enjoy all of the
benefits previously outlined under Monitored IDS/IPS
Services, as well as:

 IDS/IPS architecture, configuration, and
placement guidance

* Implementation of all signature, configuration, and
firmware updates, including change management
and documentation
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* Daily backup of device configurations

 Expert interaction with vendors for
hardware/software problems

e Fully managed customer device or netSensor™ IDS

Overview: SecurePoint™ netSensor™ IDS

Allied InfoSecurity has based the netSensor™ around the
Snort open-source IDS platform—considered by many to
be the most comprehensive IDS platform available today.
Compared to deploying proprietary IDS/IPS hardware or
software, the netSensor™ IDS delivers significant cost
savings while increasing the security posture of your
network, critical applications, and databases. The
netSensor™ IDS service includes all of the hardware,
software, and management and monitoring services
(described below) to provide you the peace of mind

that your network security is in good hands.

About Allied InfoSecurity Managed
Security Services

Allied InfoSecurity provides a flexible set of security
management and monitoring capabilities that we can
quickly adapt to your organization’s specific needs. Just
as important, you save time and money because we
deliver this comprehensive suite of services using your
existing infrastructure.

To learn more about Allied InfoSecurity Managed
Security Services, please visit our website at
www.alliedinfosecurity.com or call us at 866-240-0094.
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Your security is our business.



