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Managed Vulnerability Scanning:
Proactively identifying threats
and exposures

Proactive identification and remediation of your network vulnerabilities
and threats is not only a prudent information security practice; it’s also
mandated by numerous government and industry regulations—including
the Health Insurance Portability and Accountability Act (HIPAA), the
Gramm-Leach-Bliley Act (GLBA), and Payment Card Industry (PCI)
standards. Allied InfoSecurity offers Managed Vulnerability Scanning
services to meet these needs. Based on powerful, open-source technologies,
this best-of-breed scanning solution provides proactive, risk-based report-
ing of the problem areas
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that hackers, worms,
and viruses could use to
infiltrate your network.

Allied InfoSecurity
performs Managed
Vulnerability Scanning
from the netSensor™
installed within your
environment for internal
systems and from the
Security Operations

About Allied InfoSecurity, Inc.

An independent company focused
only on security and staffed by
certified security professionals,
Allied InfoSecurity is a consulting
and outsourcing provider that
helps businesses improve and
manage their information security
programs, mitigate risk, and
respond to regulatory and
marketplace demands more
quickly and effectively than they
could on their own.

Center for external-
facing systems. Our Managed Vulnerability Scanning solution uses
industry-proven vulnerability scanning engines to comprehensively
assess your network’s security posture.

Unlike many competitors, Allied InfoSecurity offers unlimited scanning
that can be executed on demand or scheduled to meet your requirements.
Our unlimited scanning approach allows scans to be run on a continuous
schedule to provide constant, proactive identification of vulnerabilities
without increasing your threat management costs.

Results of the scanning are presented using intuitive, easy-to-read,
web-based reports. These reports deliver a management-level, dashboard-
style overview of your vulnerability landscape, as well as detailed informa-
tion for each vulnerability detected. This information includes the security
threat, consequences of an exploitation of the threat, links to resources
with more information on the threat, and detailed remediation instructions
to eliminate the threat from your network. We rate all threats that we
identify during Managed Vulnerability Scanning according to the Common
Vulnerabilities and Exposures (CVE) list—making it easy to prioritize
threat remediation.



With Allied InfoSecurity Managed Vulnerability
Scanning, you benefit from:

e Unlimited internal and external scanning (based on
the number of contracted systems)

¢ Custom scan preparation
* Scheduled and on-demand scanning options

¢ Risk-rating of vulnerabilities using the Common
Vulnerability Scoring System

e Prioritized remediation recommendations

e Standardized regulatory compliance reporting and
detailed trend reporting

* Web-based reports delivered securely through the
customer portal

Web application scanning is available as an
add-on service.
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About Allied InfoSecurity Managed
Security Services

Allied InfoSecurity provides a flexible set of security
management and monitoring capabilities that we can
quickly adapt to your organization’s specific needs. Just
as important, you save time and money because we deliv-
er this comprehensive suite of services using your exist-
ing infrastructure.

To learn more about Allied InfoSecurity Managed
Security Services, please visit our website at
www.alliedinfosecurity.com or call us at 866-240-0094.
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Your security is our business.



