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The netLogger™: Providing a
cost-effective, scalable solution

for storage and analysis of system
and application logs

Numerous regulations and industry standards—including the Health

Insurance Portability and Accountability Act (HIPAA), the Gramm-Leach-
Bliley Act (GLBA), and Payment Card Industry (PCI) standards—mandate

““The netLogger" provides a

secure, cost-effective solution

to meet system and application

log requirements.”’

the required storage of
system and application
logs for forensic purposes.
Retaining all of the log
information for systems
and applications on your
networks—and having
the ability to search
those logs for relevant

About Allied InfoSecurity, Inc.

An independent company focused
only on security and staffed by
certified security professionals,
Allied InfoSecurity is a consulting
and outsourcing provider that
helps businesses improve and
manage their information security
programs, mitigate risk, and
respond to regulatory and
marketplace demands more
quickly and effectively than they
could on their own.

information—can be
overwhelming. the netLogger™ provides a secure, cost-effective solution to
meet these daunting requirements.

The netLogger™ supports the storage of large quantities of log data
while preserving its admissibility as evidence in a court of law. With this
solution, we redirect your system, network, and application logs to the
netLogger™ appliance. This appliance also provides a database geared
specifically for massive, long-term forensic archiving of log data. We
collect data in its native format and preserve its integrity by digitally
signing and time-stamping and then securely storing it.

With this solution, you always retain ultimate control over your data and
the netLogger™ device. That’s important since log data often contains
sensitive information that you may not want to store on systems that reside
outside your network. Ownership of the device also gives you flexibility.
Although Allied InfoSecurity provides a full suite of services to manage
and monitor the log collector for optimal performance, you're never tied

to a single service provider.

Finally, this solution empowers you to easily search logs and retrieve
relevant information. The netLogger™ provides a simple, secure web
interface designed to make searching through extensive log data fast
and effortless. You can define searches by date/time, system, application,
or any other number of unique variables.




With the netLogger™, you benefit from:

Real-time collection of all system, application, and
network logs

Unlimited storage and retrieval of log data (based on
available disk space)

Management and monitoring of the netLogger™
appliance, including operating system patching
and optimization

Standardized web-based reports

Adherence with log archival requirements of
well-known standards, including 1SO 27002,
HIPAA, GLBA, and PCI-DSS

About Allied InfoSecurity Managed
Security Services

Allied InfoSecurity provides a flexible set of security
management and monitoring capabilities that we can
quickly adapt to your organization’s specific needs. Just
as important, you save time and money because we
deliver this comprehensive suite of services using your
existing infrastructure.

To learn more about Allied InfoSecurity Managed
Security Services, please visit our website at
www.alliedinfosecurity.com or call us at 866-240-0094.

Adhere with Logging Requirements
in Well-Known Standards
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